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Abstract: Background: The rapid development of financial technology and the increasing volume of 

cross-border transactions have led to the emergence of increasingly complex digital financial crimes, 

involving anonymous actors and exploiting regulatory gaps and jurisdictional differences. This 

condition poses serious challenges to legal systems, particularly in terms of digital evidence, the 

attribution of legal liability, and the effectiveness of cross-border law enforcement. Objective: This 

study aims to reconstruct the framework of civil and criminal liability in digital fraud cases to make it 

more adaptive, integrated, and responsive to technological developments. Method: The research 

employs a qualitative socio-legal approach, combining normative analysis of cybercrime regulations, 

case studies of international digital fraud, comparative analysis of legal systems across countries, and 

interviews with legal practitioners and fintech regulators. Results: The findings reveal significant legal 

gaps, regulatory fragmentation across jurisdictions, and weaknesses in electronic evidence systems that 

hinder effective law enforcement. Additionally, the complexity of actors and technologies within digital 

ecosystems complicates the accurate attribution of legal responsibility. Therefore, an integrated legal 

framework is required, incorporating both civil and criminal liability, international regulatory 

harmonization, and the utilization of technology to enhance law enforcement effectiveness. 
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1. Introduction 
The rapid advancement of digital technology over recent decades has significantly 

transformed the global financial system, particularly through the emergence of financial 
technology (fintech). Innovations such as blockchain, artificial intelligence (AI), and 
cryptocurrencies have enhanced transaction efficiency, expanded financial inclusion, and 
enabled seamless cross-border financial activities (Sabkara et al., 2025; Tamás, 2024). This 
digital transformation has fostered a more open, adaptive, and interconnected financial 
ecosystem across various economic sectors. However, alongside these benefits, new risks 
have emerged, notably the increasing prevalence of digital financial crime, which has become 
more sophisticated and difficult to control. 

As fintech continues to evolve, digital financial crime has escalated both in scale and 
complexity. Various forms of crime, including money laundering, AI-driven fraud, and digital 
Ponzi schemes, increasingly exploit technological advancements to conceal illicit activities 
(Lin, 2025; Rafay, 2025). Furthermore, the use of technologies such as synthetic identities and 
deepfakes has expanded criminal tactics, enabling perpetrators to manipulate identities and 
information with high precision (Anggriawan, 2025). This trend demonstrates that 
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technological progress not only improves efficiency but also creates new opportunities for 
criminals to exploit digital financial systems. 

A defining characteristic of digital financial crime is its transnational nature and reliance 
on anonymous actors. Technologies such as cryptocurrencies and decentralized platforms 
allow perpetrators to obscure their identities and transfer illicit assets across borders with 
minimal oversight (Anand & Karn, 2025; Sadzevičius et al., 2025). This creates significant 
challenges for law enforcement, as traditional legal systems are typically bounded by national 
jurisdictions and are not fully equipped to address the dynamics of global digital crime 
(Sidorenko & Khisamova, 2023). Moreover, anonymity in digital transactions complicates the 
identification of offenders, prolonging investigative processes and increasing the risk of 
impunity. 

The complexity of digital financial crime is further intensified by the emergence of 
manipulative technologies such as deepfakes and synthetic media, which enable the creation 
of highly realistic fake identities and evidence. This not only complicates investigations but 
also undermines public trust in financial and legal systems (Anggriawan, 2025). In this context, 
the ability of law enforcement agencies to identify, verify, and interpret digital evidence 
becomes increasingly critical. 

On the regulatory side, existing legal frameworks both civil and criminal remain 
fragmented in addressing digital financial crime. Many legal systems have yet to fully adapt to 
technological developments, particularly regarding the recognition, management, and 
admissibility of digital evidence, as well as the regulation of digital assets such as 
cryptocurrencies (Körber & König, 2022; Napitupulu et al., 2025). This fragmentation creates 
legal loopholes that can be exploited by offenders while also generating legal uncertainty for 
victims. 

One of the most significant challenges in enforcing laws against digital financial crime 
lies in the process of digital evidence verification and electronic evidence collection. Digital 
evidence differs fundamentally from conventional evidence, as it is highly susceptible to 
manipulation, deletion, and dependency on technological infrastructures (Karagiannis & 
Vergidis, 2021). In addition, the lack of standardized procedures for collecting and managing 
digital evidence often hinders its admissibility in court proceedings (Hongjiao, 2024). These 
challenges are further exacerbated by the rise of cloud computing, which raises complex issues 
related to data location, jurisdiction, ownership, and seizure procedures (AllahRakha, 2024). 

Limitations in human resources and institutional infrastructure also pose significant 
barriers to effectively addressing digital financial crime. Many legal practitioners and law 
enforcement officials lack the technical expertise required to handle digital evidence, while 
judicial systems are often not equipped with adequate technological support (Miller, 2023). 
As a result, law enforcement efforts may become less effective, potentially undermining 
public trust in the legal system. 

Furthermore, there is a notable research gap concerning the integration of liability 
frameworks across different legal regimes. Variations in national legal systems and the lack of 
international regulatory harmonization present major obstacles in handling transnational 
digital financial crime cases (Custers et al., 2025). Additionally, many existing legal frameworks 
fail to accommodate the complexities of emerging technologies such as AI and blockchain, 
leading to gaps in the attribution of legal responsibility (Shawi, 2024). 

Another critical gap lies in the lack of integration between civil and criminal law in 
addressing digital fraud cases. In practice, these two legal regimes often operate 
independently, resulting in inconsistencies in case handling and legal uncertainty for affected 
parties (Applied et al., 2025). Given the complex nature of digital financial crime, a more 
holistic and integrated legal approach is essential for effective enforcement. 

Based on these challenges, this study aims to reconstruct the legal liability framework for 
both civil and criminal law in digital fraud cases using a more comprehensive and adaptive 
approach. Specifically, this research seeks to identify existing legal gaps, develop an integrated 
model between civil and criminal legal frameworks, and enhance the effectiveness of law 
enforcement in responding to technological developments. By addressing the challenges of 
digital evidence and legal fragmentation, this study is expected to contribute significantly to 
the development of a more responsive, adaptive, and effective legal system in the digital era. 
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2. Literature Review 
Legal Liability Theory: Civil Liability and Criminal Liability 

Legal liability constitutes a fundamental concept in legal systems, encompassing both 
civil and criminal dimensions. Civil liability primarily focuses on compensating losses suffered 
by injured parties. Traditionally, civil liability is divided into contractual liability and tortious 
liability, both of which aim to restore the injured party to their original position prior to the 
harm. In contemporary legal development, civil liability has evolved from a fault-based 
(subjective liability) approach toward a risk-based (objective liability) approach, which 
emphasizes not only compensation but also prevention of harm (Monastyrsky, 2021). This 
shift reflects the increasing complexity of modern socio-economic interactions, particularly 
in technologically driven environments where attributing fault may be difficult. 

Furthermore, civil liability frameworks often include compensation for both actual 
damages and potential future losses, such as loss of profit. This expansion of liability reflects 
the need to address broader economic impacts arising from wrongful acts, especially in digital 
and financial contexts where damages may extend beyond immediate losses. In the context 
of digital financial systems, civil liability plays a crucial role in ensuring victim protection and 
financial recovery, particularly in cases involving fraud, data breaches, and cyber-enabled 
financial crimes. 

In contrast, criminal liability is primarily concerned with punishing offenders for actions 
deemed harmful to society. It serves not only as a deterrent but also as a mechanism to uphold 
public order and legal norms. In modern legal discourse, criminal liability has expanded to 
include legal entities, such as corporations, particularly in cases involving cybercrime and 
financial misconduct. However, this expansion remains subject to debate. Some scholars 
argue that legal entities lack moral consciousness and therefore cannot bear criminal 
responsibility, while others advocate for corporate criminal liability as a necessary tool to 
enhance accountability in complex organizational structures (Vasiljević et al., 2024). 

The increasing involvement of legal entities in digital financial systems has intensified 
the need for a more comprehensive liability framework. In cyber-related offenses, both 
individuals and corporations may play interconnected roles, necessitating a hybrid approach 
that integrates civil and criminal liability. This integration is particularly relevant in addressing 
digital fraud, where compensation for victims and punishment for offenders must be pursued 
simultaneously. 
Cyber Law and Regulation of Digital Crime 

Cyber law has emerged as a specialized branch of law governing activities in cyberspace, 
including information security, data protection, privacy, and cybercrime. Cybercrime 
encompasses a wide range of illegal activities, such as digital fraud, data theft, identity 
manipulation, and system sabotage, often involving computers either as tools or targets 
(Bhatele et al., 2020; Umadevi et al., 2019). The scope of cyber law extends beyond traditional 
criminal law by incorporating specific regulations designed to address the unique 
characteristics of digital environments. 

The global nature of cybercrime presents significant regulatory challenges, particularly 
in relation to jurisdiction. Cybercriminals can operate across multiple countries, exploiting 
differences in national legal systems to evade prosecution. This has led to the development 
of international legal instruments and comparative regulatory frameworks aimed at 
harmonizing cybercrime laws. However, existing frameworks often struggle to keep pace with 
rapid technological advancements, resulting in regulatory gaps and enforcement limitations 
(Brunhöber, 2022; Mehta et al., 2022). 

In this context, digital forensics plays a critical role in cyber law enforcement. Digital 
forensics involves the identification, collection, analysis, and preservation of electronic 
evidence to support legal investigations. It provides the technical foundation for proving 
cybercrime cases in court and ensuring the integrity of digital evidence (Bhatele et al., 2020). 
The effectiveness of cyber law enforcement is therefore highly dependent on the 
development of robust forensic methodologies and technological capabilities. 
Electronic Evidence Systems in Modern Legal Frameworks 

The increasing reliance on digital technologies has led to the growing importance of 
electronic evidence (e-evidence) in legal proceedings. E-evidence refers to any information 
stored or transmitted in digital form that can be used as evidence in court. Unlike traditional 
evidence, digital evidence is highly vulnerable to manipulation, alteration, and deletion, 
necessitating specialized methods to ensure its authenticity and reliability (Koutsoupia, 2025; 
Proskurina, 2023). 
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One of the key challenges in handling electronic evidence is maintaining its integrity and 
ensuring a proper chain of custody. The chain of custody refers to the documented process 
that tracks the collection, handling, and storage of evidence to prevent tampering or 
contamination. Failure to maintain this chain can result in the inadmissibility of evidence in 
court (Du et al., 2020). Additionally, authentication processes are required to verify that the 
evidence is genuine and has not been altered. 

The admissibility of electronic evidence is another critical issue in modern legal systems. 
Courts generally require that digital evidence meet standards of reliability, relevance, and 
authenticity before it can be accepted. Advances in technology, such as blockchain, have been 
proposed as solutions to enhance the security and transparency of electronic evidence 
management. Blockchain-based systems can provide immutable records of evidence 
handling, thereby strengthening trust in digital evidence (Wang et al., 2022). 

Recent developments in cloud computing and artificial intelligence have further 
transformed the landscape of electronic evidence. Technologies that integrate cloud storage 
and AI capabilities can improve the efficiency of evidence collection and analysis, particularly 
in handling large volumes of data (Pandit & Mahajan, 2024). However, these technologies 
also introduce new legal and ethical challenges, including issues related to data ownership, 
privacy, and jurisdiction. 

Another important aspect of modern evidence systems is e-discovery, which refers to 
the process of identifying, collecting, and analyzing electronically stored information for use 
in litigation. E-discovery has become an essential component of legal practice, particularly in 
complex cases involving large datasets. The integration of big data analytics and machine 
learning has significantly enhanced the efficiency and accuracy of e-discovery processes 
(Kerry-Tyerman & Shankar, 2021; Pooja et al., 2024). 

Overall, the evolution of electronic evidence systems reflects the broader transformation 
of legal frameworks in response to digitalization. While technological advancements offer 
new opportunities for improving legal processes, they also necessitate the development of 
more adaptive, standardized, and integrated legal approaches to ensure the effective 
administration of justice in the digital era. 
Jurisdictional Challenges in Transnational Crime 

Transnational crime has emerged as one of the most complex challenges in 
contemporary legal systems, primarily due to its cross-border nature and the involvement of 
multiple jurisdictions. Unlike traditional crimes confined within a single territory, 
transnational crimes such as cybercrime, financial fraud, human trafficking, and digital asset 
laundering operate across legal, political, and technological boundaries. This creates 
significant ambiguity in determining which state possesses the primary jurisdiction to 
investigate and prosecute such offenses (Hörnle, 2021; Nguyen, 2020). 

Jurisdictional ambiguity is particularly evident in cyber-related offenses, where data flows 
seamlessly across borders without regard for national sovereignty. Digital infrastructures, 
including cloud computing and decentralized platforms, often distribute data across multiple 
jurisdictions simultaneously. As a result, identifying the locus delicti (place of crime) becomes 
increasingly problematic, thereby complicating the application of traditional jurisdictional 
principles such as territoriality and nationality (Hörnle, 2021). This condition not only delays 
legal proceedings but also creates opportunities for offenders to exploit legal loopholes and 
evade prosecution. 

In addition to ambiguity, conflicts of jurisdiction frequently arise when multiple states 
assert authority over the same criminal act. Such conflicts can lead to duplication of legal 
processes, inconsistent judgments, and inefficiencies in resource allocation. To mitigate these 
issues, legal scholars have proposed the “centre of gravity” approach, which seeks to 
determine the most appropriate jurisdiction based on the strongest connection to the crime, 
including factors such as the location of harm, the nationality of victims, and the location of 
critical evidence (Staiano, 2022). However, despite its theoretical appeal, this approach lacks 
universal acceptance and standardized implementation in international practice. 

Another critical challenge lies in the limitations of international cooperation. Effective 
enforcement of transnational criminal law requires robust collaboration between states, 
including mechanisms for extradition, mutual legal assistance, and information sharing. 
However, such cooperation is often hindered by differences in legal systems, political 
interests, and procedural requirements. Moreover, cooperation increasingly depends on 
private sector entities, such as financial institutions and digital service providers, which may 
be constrained by data protection laws or commercial interests (Ishii, 2025). This dependency 
introduces additional layers of complexity and may delay investigative processes. 
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The fragmentation of international legal frameworks further exacerbates these 
challenges. While various international conventions and agreements exist, they often lack 
harmonization in terms of definitions, standards, and enforcement mechanisms. This 
fragmentation creates inconsistencies in legal interpretation and application, undermining the 
effectiveness of global efforts to combat transnational crime (Tuliakov, 2025). In particular, 
the rapid evolution of digital technologies outpaces the development of international legal 
norms, resulting in regulatory gaps that are exploited by sophisticated criminal networks. 

Resource disparities between countries also play a significant role in shaping the 
effectiveness of transnational crime enforcement. Developing countries often face substantial 
limitations in technological infrastructure, forensic capabilities, and human resources. These 
limitations hinder their ability to conduct complex digital investigations and participate 
effectively in international cooperation frameworks (Cao & Vu, 2025). Consequently, 
transnational criminal networks tend to exploit jurisdictions with weaker enforcement 
capacities, creating uneven patterns of law enforcement globally. 

Taken together, these jurisdictional challenges highlight the urgent need for more 
harmonized, adaptive, and cooperative legal frameworks. Without addressing these structural 
issues, the effectiveness of legal responses to transnational digital and financial crimes will 
remain limited. 
Integrative Approaches in Digital Financial Law 

The rapid digitalization of the financial sector has fundamentally altered the landscape 
of financial regulation, necessitating the adoption of integrative legal approaches that combine 
legal, technological, and institutional dimensions. Traditional regulatory models, which are 
often reactive and fragmented, are increasingly inadequate in addressing the dynamic and 
complex nature of digital financial systems. As a result, there is a growing emphasis on 
developing proactive and integrated frameworks that can simultaneously address compliance, 
risk management, and innovation. 

One notable development in this area is the integration of legal frameworks with 
technological systems. The Legally-Aware Financial Risk Response Framework (L-AFRRF), 
for instance, represents a novel approach that embeds legal compliance mechanisms into 
financial risk management systems. By leveraging real-time data analytics and automated 
compliance monitoring, this framework enables financial institutions to respond adaptively 
to regulatory requirements and emerging risks (Mustafa & Shehada, 2025). This integration 
not only enhances operational resilience but also reduces the likelihood of regulatory 
violations in increasingly complex digital environments. 

In parallel, the concept of inclusive regulation has gained significant attention in the 
governance of digital finance. Inclusive regulatory approaches aim to strike a balance between 
fostering innovation and ensuring consumer protection. This involves the active participation 
of multiple stakeholders, including regulators, financial institutions, technology providers, and 
end-users. Such collaborative governance models are particularly important in the context of 
emerging technologies such as generative AI, which introduce new forms of financial services 
as well as novel risks (Wenge & Tingyu, 2025). By adopting flexible and adaptive regulatory 
strategies, policymakers can better respond to the evolving nature of digital financial 
ecosystems. 

A holistic perspective is also essential in addressing the broader implications of financial 
digitalization. Beyond efficiency and profitability, digital finance must be evaluated in terms 
of sustainability, data security, and ethical considerations. For example, the integration of 
digital technologies with green finance initiatives has the potential to enhance transparency, 
traceability, and accountability in sustainable investments. However, this integration also 
introduces risks, including cybersecurity threats and the potential for greenwashing, where 
environmental claims are exaggerated or misleading (Tsybuliak et al., 2025). Therefore, a 
balanced approach is required to maximize the benefits of digital finance while mitigating 
associated risks. 

Furthermore, the development of a digital ecosystem framework provides a 
comprehensive lens for understanding the structure and dynamics of digital financial systems. 
An ecosystem-based approach recognizes that digital finance operates within a network of 
interconnected actors, including regulators, financial institutions, fintech companies, and 
consumers. This perspective emphasizes the importance of coordination and interoperability 
among different components of the system, thereby facilitating greater financial inclusion and 
systemic resilience (Ogunsade et al., 2025). By adopting an ecosystem approach, policymakers 
can design more coherent and inclusive regulatory frameworks that reflect the complexity of 
modern financial systems. 



 
Journal of Civil Criminal Law 2025 (December), vol. 1, no. 3, Sataya, et al. 18 of 23 

 

In addition, integrative approaches highlight the importance of aligning national and 
international regulatory efforts. Given the global nature of digital finance, isolated regulatory 
actions are often insufficient to address cross-border risks. Therefore, greater harmonization 
of legal standards and enhanced international cooperation are essential to ensure the 
effectiveness of digital financial regulation. 

Overall, integrative approaches in digital financial law underscore the need for adaptive, 
technology-driven, and collaborative regulatory frameworks. These approaches not only 
address the challenges posed by digital transformation but also provide a foundation for 
building more resilient, inclusive, and sustainable financial systems in the digital era. 

 
3. Research Method 

This study employs a qualitative approach within a socio-legal framework to 
comprehensively analyze the dynamics of digital financial crime in a cross-jurisdictional 
context. The socio-legal approach is selected because it enables the integration of normative 
legal analysis with empirical realities in law enforcement practices. Accordingly, this research 
does not merely examine legal norms textually but also considers how such norms are 
implemented, interpreted, and challenged in the face of rapidly evolving digital technologies. 
Qualitative Socio-Legal Approach 

A qualitative approach is utilized to gain an in-depth and contextual understanding of 
legal phenomena, particularly digital financial crime, which is inherently complex and 
multidimensional. Within the socio-legal perspective, law is viewed as a social institution that 
interacts with economic, technological, and political factors. Therefore, this study combines 
doctrinal legal research with a limited empirical approach to provide a holistic understanding 
of the issues under investigation. 
Normative Analysis of Cybercrime Regulations 

This research conducts a normative analysis of legal frameworks governing cybercrime 
and digital financial crime at both national and international levels. The analysis includes the 
identification of legal principles, liability concepts (both civil and criminal), and regulations 
related to digital evidence and cross-border jurisdiction. Furthermore, the study evaluates the 
extent to which existing regulations align with emerging technologies such as blockchain, 
artificial intelligence, and digital financial systems. This approach aims to identify legal gaps, 
regulatory fragmentation, and implementation challenges. 
Case Study of International Digital Fraud 

To strengthen the analysis, this study employs case studies of selected international 
digital fraud incidents that reflect the characteristics of transnational crime. Cases are selected 
based on their relevance, jurisdictional complexity, and technological dimensions. Through 
this approach, the study examines how such crimes occur, how law enforcement mechanisms 
respond, and what obstacles are encountered by legal authorities and regulators. The case 
study method also facilitates the identification of crime patterns, modus operandi, and 
regulatory loopholes exploited by offenders. 
Comparative Analysis of Legal Systems Across Countries 

This research also adopts a comparative method to examine and contrast legal systems 
across different jurisdictions in addressing digital financial crime. The comparative analysis 
focuses on aspects such as cybercrime regulatory frameworks, electronic evidence procedures, 
and liability regimes for individuals and legal entities. The objective is to identify best 
practices, effective regulatory models, and opportunities for legal harmonization or 
adaptation within national legal systems. This approach is essential given the transnational 
nature of digital crime, which requires coordinated international responses. 
Interviews with Legal Practitioners and Fintech Regulators 

As part of the empirical component, this study incorporates semi-structured interviews 
with legal practitioners, law enforcement officials, and fintech regulators. These interviews 
aim to capture practical insights into the challenges of law enforcement, the effectiveness of 
existing regulations, and the need for legal reform in addressing digital financial crime. 
Informants are selected using purposive sampling based on their expertise and experience in 
relevant cases. The collected data are analyzed thematically to identify key issues, recurring 
patterns, and policy recommendations. 
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4. Results and Discussion 
Legal Gaps in Addressing Digital Financial Crime 

The findings of this study demonstrate that legal gaps in addressing digital financial crime 
are not merely technical deficiencies, but structural weaknesses embedded within existing legal 
systems. The rapid expansion of financial technology ecosystems encompassing blockchain-
based transactions, artificial intelligence (AI)-driven financial services, and decentralized 
platforms has fundamentally altered the nature of financial interactions. However, many legal 
frameworks remain rooted in conventional paradigms that assume centralized control, 
identifiable actors, and territorially bounded transactions. This mismatch creates a regulatory 
lag, where legal instruments fail to adequately capture the operational realities of digital 
financial systems. 

A critical issue identified in this research is the fragmentation of legal regimes across 
jurisdictions. Each country tends to develop its own regulatory framework for digital finance 
and cybercrime, resulting in inconsistencies in definitions, enforcement thresholds, and 
evidentiary standards. For instance, what constitutes “digital fraud” or “electronic evidence” 
may vary significantly across legal systems, leading to difficulties in coordinating cross-border 
enforcement efforts. This fragmentation is particularly problematic in cases involving 
cryptocurrency transactions, where the decentralized and pseudonymous nature of the 
technology allows perpetrators to exploit regulatory arbitrage by operating in jurisdictions 
with weaker oversight. 

Furthermore, the study reveals that existing liability frameworks struggle to assign 
responsibility within complex digital ecosystems. Unlike traditional financial systems, where 
liability can often be traced to clearly identifiable entities such as banks or financial 
institutions, digital ecosystems involve multiple actors, including platform providers, software 
developers, data processors, and automated algorithms. This multiplicity complicates the 
attribution of both civil and criminal liability. As a result, victims of digital financial fraud 
frequently encounter difficulties in seeking compensation, while law enforcement agencies 
face challenges in establishing culpability beyond reasonable doubt. 

Another dimension of legal gaps relates to the evolving nature of harm in digital financial 
crime. Losses are not limited to direct financial damages but may include intangible harms 
such as data breaches, reputational damage, and loss of digital assets with fluctuating value. 
Existing legal doctrines are often ill-equipped to quantify and address these forms of harm, 
particularly in civil liability contexts. Consequently, there is a growing need to rethink legal 
concepts of damage and compensation in light of digital realities. 
Challenges in Digital Evidence and Law Enforcement 

The study identifies digital evidence as a central yet highly problematic component in 
the prosecution of digital financial crimes. Unlike traditional forms of evidence, digital 
evidence is characterized by its volatility, replicability, and dependence on technological 
infrastructures. Data can be easily altered, deleted, or encrypted, raising significant concerns 
regarding its integrity and authenticity. Ensuring a reliable chain of custody is therefore more 
complex in digital environments, especially when data is stored across multiple servers and 
jurisdictions. 

One of the most pressing challenges highlighted in this research is the lack of 
standardized procedures for the collection and handling of digital evidence. While some 
jurisdictions have developed advanced digital forensic protocols, others still rely on outdated 
practices that are incompatible with modern technologies. This lack of uniformity undermines 
the admissibility of evidence in cross-border cases, as courts may apply different standards of 
reliability and authenticity. Consequently, even when digital evidence is successfully obtained, 
it may not be accepted in judicial proceedings due to procedural discrepancies. 

Empirical insights from interviews further reveal that law enforcement agencies often 
face significant capacity constraints. Many investigators lack specialized training in digital 
forensics, particularly in areas such as blockchain analysis, AI-based fraud detection, and 
cloud data retrieval. This skills gap is compounded by limited access to advanced 
technological tools and forensic infrastructure. As a result, investigations into digital financial 
crimes are frequently prolonged and resource-intensive, reducing their overall effectiveness. 
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Additionally, jurisdictional barriers pose a major obstacle to evidence collection. Digital 
data is often stored in foreign jurisdictions, requiring formal requests through mutual legal 
assistance treaties (MLATs) or similar mechanisms. These processes are typically slow and 
bureaucratic, making them ill-suited for the fast-paced nature of digital crime. In some cases, 
data may be lost or rendered inaccessible before legal authorization is granted. This highlights 
the urgent need for more agile and cooperative frameworks for cross-border evidence sharing. 
Jurisdictional Complexity and Transnational Enforcement Issues 

The transnational nature of digital financial crime introduces profound jurisdictional 
complexities that challenge traditional legal doctrines. The principle of territoriality, which 
has long served as the foundation of criminal jurisdiction, becomes increasingly difficult to 
apply in digital contexts where activities occur simultaneously across multiple locations. For 
example, a single fraudulent transaction may involve a perpetrator in one country, a victim in 
another, and servers located in several additional jurisdictions. 

This study finds that such complexity often leads to overlapping jurisdictional claims, 
where multiple states assert authority over the same conduct. While this may appear to 
strengthen enforcement, in practice it can result in conflicts, duplication of efforts, and legal 
uncertainty. Conversely, there are also situations where no jurisdiction effectively assumes 
responsibility, either due to lack of capacity or ambiguity in legal frameworks. This 
phenomenon, often referred to as a “jurisdictional vacuum,” creates opportunities for 
offenders to operate with relative impunity. 

Another key issue is the uneven capacity of states to address transnational digital crime. 
Developing countries, in particular, often face limitations in legal infrastructure, technical 
expertise, and financial resources. These constraints hinder their ability to participate 
effectively in international cooperation mechanisms, further exacerbating global disparities in 
law enforcement. As a result, digital financial crime tends to concentrate in or exploit 
jurisdictions with weaker regulatory and enforcement capabilities. 

Moreover, the study highlights the growing role of private sector entities, such as fintech 
companies and cloud service providers, in the enforcement process. These entities often 
control access to critical data and technological systems, making their cooperation essential 
for successful investigations. However, their involvement also raises concerns regarding data 
privacy, accountability, and regulatory compliance, particularly when operating across 
multiple legal regimes. 
Towards an Integrated Legal Framework 

In response to the identified challenges, this study proposes the development of an 
integrated legal framework that is capable of addressing the multidimensional nature of digital 
financial crime. Such a framework must move beyond fragmented and reactive approaches, 
instead adopting a holistic and forward-looking perspective that integrates legal, 
technological, and institutional dimensions. 

A key component of this framework is the harmonization of legal standards at the 
international level. This includes the development of common definitions for digital financial 
crime, standardized procedures for digital evidence, and coordinated jurisdictional principles. 
Harmonization does not necessarily require uniform laws across all jurisdictions, but rather 
the establishment of interoperable legal systems that facilitate cooperation and mutual 
recognition. 

Equally important is the integration of civil and criminal liability regimes. Traditional 
legal systems often treat these domains separately, but digital financial crime requires a more 
coordinated approach. Civil liability mechanisms can provide timely compensation for 
victims, while criminal liability serves as a deterrent and mechanism for social accountability. 
Integrating these approaches can enhance the overall effectiveness of legal responses. 

The framework also emphasizes the role of technology in enhancing legal processes. 
Innovations such as blockchain-based evidence management systems can improve the 
integrity and traceability of digital evidence, while AI-driven analytics can support fraud 
detection and risk assessment. However, the adoption of such technologies must be 
accompanied by robust legal safeguards to ensure transparency, accountability, and protection 
of fundamental rights. 

Finally, the study underscores the importance of institutional capacity building. This 
includes not only technical training for law enforcement and judicial actors but also the 
development of specialized units and interdisciplinary collaboration between legal and 
technological experts. Without adequate capacity, even the most advanced legal frameworks 
will struggle to achieve their intended objectives. 
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Implications for Policy and Legal Reform 
The findings of this study carry significant implications for both policymakers and legal 

practitioners. The increasing sophistication of digital financial crime necessitates a paradigm 
shift in regulatory approaches, moving from reactive enforcement to proactive risk 
management. Policymakers must anticipate emerging threats and design flexible regulatory 
frameworks that can adapt to technological change. 

One important implication is the need to reconceptualize traditional legal doctrines, 
particularly in relation to liability and jurisdiction. The involvement of automated systems and 
artificial intelligence challenges conventional notions of intent, fault, and responsibility. Legal 
systems must therefore evolve to address these complexities, potentially through the 
development of hybrid liability models that combine elements of strict liability, risk-based 
liability, and shared responsibility. 

Another critical area for reform is international cooperation. Effective responses to 
digital financial crime require not only legal harmonization but also practical mechanisms for 
collaboration, including real-time data sharing, joint investigations, and capacity-building 
initiatives. Strengthening these mechanisms will be essential for addressing the global nature 
of the problem. 

Finally, the study highlights the importance of balancing innovation with regulation. 
While fintech and digital financial technologies offer significant opportunities for economic 
growth and inclusion, they also introduce new risks and vulnerabilities. A well-designed legal 
framework must therefore support innovation while ensuring adequate safeguards against 
misuse. Achieving this balance will be crucial for building a resilient and trustworthy digital 
financial ecosystem. 

 
5. Comparison 

A comparative analysis across legal systems reveals significant differences in approaches 
to digital financial crime, particularly in terms of regulation, evidentiary standards, and the 
attribution of legal liability. Developed countries tend to have more adaptive and integrated 
regulatory frameworks, combining cyber law, data protection, and fintech regulations in a 
relatively coherent manner. In contrast, many developing countries still face substantial 
challenges in updating their legal systems, resulting in regulatory frameworks that are not fully 
equipped to address the complexities of digital financial crime. This disparity creates uneven 
enforcement capacities and provides opportunities for offenders to exploit jurisdictions with 
weaker regulatory oversight. 

In terms of electronic evidence, legal systems across jurisdictions demonstrate 
considerable variation in admissibility standards and digital forensic procedures. Some 
jurisdictions have adopted advanced protocols emphasizing data integrity, chain of custody, 
and the use of emerging technologies such as blockchain to enhance evidence management. 
Meanwhile, other jurisdictions continue to struggle with procedural inconsistencies and 
limited technical capacity among law enforcement agencies. These differences directly affect 
the success of litigation processes, particularly in cross-border cases where digital evidence 
must satisfy multiple legal standards simultaneously. 

Furthermore, approaches to legal liability both civil and criminal vary significantly among 
jurisdictions. Certain legal systems have begun to adopt more progressive models, including 
the recognition of liability for legal entities and the application of risk-based liability 
frameworks in response to technological complexity. However, other systems continue to 
rely on traditional fault-based approaches, which are often inadequate for addressing the 
multiplicity of actors and automated processes within digital ecosystems. This comparison 
underscores the urgent need for harmonization and integration of legal approaches to create 
a more consistent and effective response to digital financial crime. 

 
6. Conclusion 

This study concludes that digital financial crime represents an increasingly complex and 
evolving challenge, particularly in the context of globalization and rapid technological 
advancement. Legal gaps, weaknesses in digital evidence systems, and jurisdictional 
complexities emerge as the primary barriers to effective law enforcement. Existing legal 
frameworks remain largely fragmented and insufficiently responsive to the dynamic nature of 
financial technology, highlighting the need for comprehensive and integrated legal reform. 
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Moreover, the study emphasizes the importance of developing adaptive and 
collaborative legal frameworks that integrate both civil and criminal liability while leveraging 
technological innovations as part of the solution. International regulatory harmonization, 
institutional capacity building, and enhanced cross-border cooperation are essential 
components for improving the effectiveness of legal responses. In addition, the 
reconceptualization of traditional legal doctrines particularly those related to liability and 
jurisdiction is necessary to align legal systems with the realities of the digital environment. 

Finally, this research highlights that the effective governance of digital financial crime 
depends not only on robust regulation but also on the ability of legal systems to adapt to 
ongoing technological innovation. Striking a balance between fostering innovation and 
ensuring legal protection is critical for building a secure, transparent, and sustainable digital 
financial ecosystem. Accordingly, this study contributes conceptually by proposing an 
integrated legal framework that can serve as a foundation for future policy development and 
academic research in this field. 

 

References 

AllahRakha, N. (2024). Cybercrime and the law: Addressing the challenges of digital forensics in criminal investigations. Mexican Law 
Review, 16(2), 23–54. https://doi.org/10.22201/iij.24485306e.2024.2.18892 

Anand, A., & Karn, A. (2025). Digital financial technologies. In Concept, theories, and management of cryptocurrencies (pp. 141–168). 
https://doi.org/10.4018/979-8-3693-5986-0.ch005 

Anggriawan, R. (2025). Truth in the age of synthetic voices: Constitutional and private-law remedies for deepfake financial fraud. Revista 
de Estudos Constitucionais, Hermeneutica e Teoria Do Direito, 17(2), 201–217. https://doi.org/10.4013/rechtd.2025.172.04 

Applied, A. M. M., Issa, H. B., & Alnagrash, A. A. M. (2025). Criminal liability of legal persons in cybersecurity crimes: {A} comparative 
study with Bahraini legislation. ICCR 2025 - 3rd International Conference on Cyber Resilience. 
https://doi.org/10.1109/ICCR67387.2025.11292230 

Bhatele, K. R. R., Mishra, D. D., Bhatt, H., & Das, K. (2020). The fundamentals of digital forensics and cyber law. In Cyber warfare and 
terrorism: Concepts, methodologies, tools, and applications (pp. 64–81). https://doi.org/10.4018/978-1-7998-2466-4.ch005 

Brunhöber, B. (2022). Criminal law of global digitality: Characteristics and critique of cybercrime law. In The law of global digitality (pp. 
223–249). https://doi.org/10.4324/9781003283881-16 

Cao, O. T., & Vu, T. V. (2025). Insoluble challenges of prosecuting transnational cybercrime: {A} case in a developing country. Journal 
of Forensic Medicine Science and Law, 34(1), 60–63. https://doi.org/10.59988/jfmsl.vol.34issue1.12 

Custers, B., Lahmann, H., & Scott, B. I. (2025). From liability gaps to liability overlaps: Shared responsibilities and fiduciary duties in 
{AI} and other complex technologies. AI and Society, 40(5), 4035–4050. https://doi.org/10.1007/s00146-024-02137-1 

Du, J., Ding, L., & Chen, G. (2020). Research on the rules of electronic evidence in Chinese criminal proceedings. International Journal of 
Digital Crime and Forensics, 12(3), 111–121. https://doi.org/10.4018/IJDCF.2020070108 

Hongjiao, L. (2024). Application of digital evidence in criminal cases: Dilemma and optimization. Contemporary Social Sciences, 9(6), 115–
131. 

Hörnle, J. (2021). Internet jurisdiction: Law and practice. Oxford University Press. https://doi.org/10.1093/oso/9780198806929.001.0001 

Ishii, Y. (2025). International law and the investigation of transnational crimes. Oxford University Press. 
https://doi.org/10.1093/9780198957089.001.0001 

Karagiannis, C., & Vergidis, K. (2021). Digital evidence and cloud forensics: Contemporary legal challenges and the power of disposal. 
Information, 12(5), 181. https://doi.org/10.3390/info12050181 

Kerry-Tyerman, J., & Shankar, A. J. (2021). The core concepts of e-discovery. In Legal informatics (pp. 291–314). 
https://doi.org/10.1017/9781316529683.021 

Körber, T., & König, C. (2022). Liability law 4.0. In Handbook Industry 4.0: Law, technology, society (pp. 217–239). 
https://doi.org/10.1007/978-3-662-64448-5_12 

Koutsoupia, V. (2025). Unravelling the digital quandary: Exploring the legal landscape of e-evidence in criminal proceedings. Erasmus 
Law Review, 17(3), 246–256. https://doi.org/10.5553/ELR.000283 

Lin, L. S. F. (2025). Innovations in cryptocrime and financial fraud. IGI Global. https://doi.org/10.4018/979-8-3373-0675-9 

Mehta, N., Sanghavi, P., Paliwal, M., & Shukla, M. (2022). A comprehensive study on cyber legislation in {G20} countries. In 
Communications in Computer and Information Science (Vol. 1760, pp. 3–23). https://doi.org/10.1007/978-3-031-23095-0_1 



 
Journal of Civil Criminal Law 2025 (December), vol. 1, no. 3, Sataya, et al. 23 of 23 

 

Miller, C. M. (2023). A survey of prosecutors and investigators using digital evidence: {A} starting point. Forensic Science International: 
Synergy, 6, 100296. https://doi.org/10.1016/j.fsisyn.2022.100296 

Monastyrsky, Y. (2021). Civil liability concept transition in post-industrial countries. In Post-industrial society: The choice between innovation and 
tradition (pp. 149–159). https://doi.org/10.1007/978-3-030-59739-9_13 

Mustafa, S. A., & Shehada, F. M. (2025). Digital banking infrastructure resilience through legal safeguards and financial risk response 
mechanisms. ICCR 2025 - 3rd International Conference on Cyber Resilience. https://doi.org/10.1109/ICCR67387.2025.11292339 

Napitupulu, J. H., Panggabean, M. L., Panjaitan, H., & Widiarty, W. S. (2025). An integrated legal framework for digital investment fraud 
prevention in Indonesia. Journal of Sustainable Development and Regulatory Issues, 3(3), 540–568. 
https://doi.org/10.53955/jsderi.v3i3.154 

Nguyen, C. Le. (2020). National criminal jurisdiction over transnational financial crimes. Journal of Financial Crime, 27(4), 1361–1377. 
https://doi.org/10.1108/JFC-09-2019-0117 

Ogunsade, A., Mafimisebi, O., Roseline, O. O., & Obembe, D. (2025). Digital financial innovation and inclusive ecosystem model. In 
International encyclopedia of business management (pp. 44–47). https://doi.org/10.1016/B978-0-443-13701-3.00335-2 

Pandit, K., & Mahajan, R. (2024). Cloud and {AI} fusion: Revolutionizing electronic evidence admissibility in the digital age. Proceedings 
of the 16th International Conference on Electronics, Computers and Artificial Intelligence. 
https://doi.org/10.1109/ECAI61503.2024.10607551 

Pooja, Poonam, & Monika. (2024). Adoption of technology and e-discovery: An overview and importance in legal practice. Nanotechnology 
Perceptions, 20(S5), 648–658. https://doi.org/10.62441/nano-ntp.v20iS5.61 

Proskurina, D. S. (2023). Problems and prospects for the use of electronic (digital) evidence in arbitration proceedings. In Advances in 
science, technology and innovation (pp. 151–157). https://doi.org/10.1007/978-3-031-34256-1_27 

Rafay, A. (2025). Financial corruption and money laundering in the {AI} era. IGI Global. https://doi.org/10.4018/979-8-3373-0786-2 

Sabkara, M., Aliyari, M., & Lajevardi, M. (2025). Emerging technologies in financial process optimization and risk management. In 
Dynamic and safe economy in the age of smart technologies (pp. 17–32). https://doi.org/10.4018/979-8-3693-4369-2.ch002 

Sadzevičius, M., Pranevičienė, K., & Gaubienė, N. (2025). Recovery of digital assets and cryptocurrencies in civil enforcement 
proceedings: Key challenges. Prawo i Wiez, 55(2), 209–234. https://doi.org/10.36128/PRIW.VI55.1192 

Shawi, A. J. (2024). Liability of digital transformation companies for data protection. Journal of Human Security, 20(1), 124–130. 
https://doi.org/10.12924/johs2024.20118 

Sidorenko, E., & Khisamova, Z. (2023). International criminal assessment of the risks associated with the use of digital technologies for 
criminal purposes. In Digital international relations (pp. 149–161). https://doi.org/10.1007/978-981-99-3467-6_11 

Staiano, F. (2022). Transnational organized crime: Challenging international law principles on state jurisdiction. Edward Elgar Publishing. 
https://doi.org/10.4337/9781800888364 

Tamás, S. F. (2024). The impacts of fintech to the 21st century transaction methods. Rechtskultur, 617–632. 

Tsybuliak, A., Panchenko, V., Shepel, O., Minkovska, A., & Buiak, L. (2025). Evaluating digital financial inclusion’s role in sustainable 
development and environmental conservation. African Journal of Applied Research, 11(7), 66–84. 
https://doi.org/10.26437/11y2d425 

Tuliakov, V. (2025). Transnational criminal law, sovereignty and international justice: Harmonization challenges and policy evolution. 
International Annals of Criminology, 63(2), 383–405. https://doi.org/10.1017/cri.2025.10076 

Umadevi, K. S., Amali, G. B., & Subramanian, L. (2019). Digital forensics and cyber law enforcement. In Countering cyber attacks and 
preserving the integrity and availability of critical systems (pp. 1–20). https://doi.org/10.4018/978-1-5225-8241-0.ch001 

Vasiljević, Z., Vasiljević, D., & Krivins, A. (2024). Individual responsibility for the actions of legal entities in Bosnia and Herzegovina 
and Latvia. Juridical Tribune, 14(4), 636–651. https://doi.org/10.62768/TBJ/2024/14/4/07 

Wang, Q., Zhang, J., & Liu, W. (2022). Design and implementation of a public security law enforcement electronic evidence system 
based on blockchain technology. CAAI Transactions on Intelligent Systems, 17(6), 1182–1193. 
https://doi.org/10.11992/tis.202112034 

Wenge, Z., & Tingyu, R. (2025). Adopting inclusive legal regulation for digital finance in the context of generative {AI}. Contemporary 
Social Sciences, 9(1), 120–141. https://doi.org/10.19873/j.cnki.2096-0212.2025.01.008 

 


